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This study examines the increasing complexity of cybercrime in
Indonesia, which is influenced not only by technological development
but also by the interaction of individual, structural, and institutional
factors in digital environments. The objective is to analyze
criminological factors contributing to cybercrime and to examine law
enforcement challenges from a cybercriminology perspective in
Indonesia. This research uses a normative juridical method with a
qualitative approach based on secondary data obtained from legal
documents, scientific literature, and previous studies. Data were
collected through a systematic literature review and document
analysis. The findings show that cybercrime is driven by offender
motivation and rationality, technological accessibility, anonymity,

and opportunity structures in cyberspace. Law enforcement faces
challenges such as difficulties in identifying perpetrators, limited
digital forensic capacity, regulatory gaps, and jurisdictional
constraints due to the transnational nature of cybercrime. This study
contributes to cybercriminology by integrating criminological and
legal perspectives into a unified analytical framework for
understanding cybercrime as a multidimensional phenomenon. The
implication is that effective cybercrime countermeasures require
strengthening legal frameworks, institutional capacity, and
technological readiness.
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1. INTRODUCTION

The increasing trend of cybercrime in Indonesia in recent years is reflected in the
growing number of reported cases, including online fraud, personal data breaches, and
malware-based attacks targeting both individuals and institutions. Advancements in
information technology do not solely drive this phenomenon, but are also driven by the
transformation of social interaction patterns into digital spaces. Compared to conventional
crimes, cybercrime demonstrates distinct characteristics, particularly in terms of perpetrator
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anonymity and its ability to operate across geographical boundaries. Previous studies
indicate that the complexity of cybercrime continues to escalate alongside the rising
dependence of society on digital technology and internet usage [1]. This condition places
internet users, especially students, in a highly active digital group, in a vulnerable position
to various forms of cyber exploitation.

The impact of cybercrime extends beyond financial losses to include psychological
and social consequences that affect victims over time. Individuals who experience online
fraud or personal data breaches often report a diminished sense of security in digital
environments, accompanied by heightened concerns regarding the misuse of their personal
information. Among specific social groups such as students, high levels of digital
engagement are associated with increased exposure to cybercrime risks. Empirical studies
indicate that limited digital security literacy significantly contributes to individual
vulnerability to various forms of technology-based crimes, including social engineering and
data exploitation [2]. This condition suggests that the effects of cybercrime are not merely
incidental but also influence behavioral patterns and risk perceptions in the use of digital
technologies.

The rapid advancement of information technology in Indonesia has accelerated the
transformation of social, economic, and communication activities into an increasingly
integrated digital environment. The expansion of internet users and the widespread adoption
of digital platforms have enhanced opportunities for interaction, while simultaneously
creating new avenues for technology-based crimes. The borderless nature of cyberspace
enables interactions without physical contact, thereby weakening conventional mechanisms
of social control. In this context, cybercrime emerges as a consequence of digital social
dynamics that are not fully supported by the readiness of adaptive security systems and
regulatory frameworks [3]. This condition indicates that digital transformation not only
improves efficiency but also generates structural vulnerabilities within technology-driven
social systems.

The transformation of crime patterns from conventional to digital-based forms has
become a central concern in contemporary criminological studies. Criminal activities that
once depended on physical interaction are increasingly mediated by technology, enabling
offenders to operate without direct presence at the crime scene. In this context, a
cybercriminology approach is employed to analyze these dynamics by emphasizing the
interaction between offenders, technological systems, and the digital environment as the
locus of criminal activity. Existing studies highlight that cybercrime is characterized by
anonymity, spatial flexibility, and the capacity of offenders to adapt to evolving security
mechanisms [4]. This perspective provides a relevant analytical framework for
understanding how criminal behavior evolves within complex digital ecosystems.

Recent developments in cybercrime indicate an increasing complexity of modus
operandi, particularly in the exploitation of advanced technologies to avoid detection. The
use of tools such as Virtual Private Networks (VPNSs), encryption methods, and anonymous
digital platforms enables offenders to effectively conceal their identities and geographic
locations. In addition, the transnational nature of cybercrime creates jurisdictional challenges
that complicate law enforcement processes, especially when perpetrators and victims are
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located in different countries. Previous studies highlight that these conditions hinder
investigation procedures and the collection of legal evidence due to limited access and weak
international coordination [5]. This reflects that technological advancement not only
enhances the efficiency of digital activities but also broadens the scope for more
sophisticated cybercrime practices.

Various challenges in cybercrime law enforcement in Indonesia indicate a structural
gap between rapid technological development and the institutional capacity of law
enforcement agencies. The identification of perpetrators is often constrained by technical
limitations, particularly in tracing altered or anonymized digital footprints that are
deliberately designed to hinder forensic tracking. In addition, the shortage of human
resources with specialized expertise in digital forensics further reduces the effectiveness of
investigative processes. From a regulatory perspective, existing legal frameworks have not
fully adapted to the fast-evolving nature of cybercrime, resulting in legal ambiguity in
several investigative procedures. These constraints collectively affect the quality of evidence
collection and weaken inter-agency coordination in handling cybercrime cases [6].

Several studies have examined cybercrime in Indonesia from legal, institutional, and
public policy perspectives. Anwary (2022) [7] emphasizes the role of public administration
in strengthening cybercrime prevention through regulatory enhancement and inter-agency
coordination mechanisms. Imran (2023) [1] highlights law enforcement officers’ perceptions
of cybercriminology, indicating the need to improve institutional capacity in understanding
the evolving characteristics of digital crime. From a legal perspective, Widijowati (2022) [6]
identifies significant complexities in cybercrime handling, particularly due to limitations in
existing regulatory instruments. In addition, Sunggara and Hariansah (2024) [2] underline
the transnational nature of cybercrime, which creates jurisdictional challenges and
complicates international law enforcement cooperation.

Despite the growing body of literature on cybercrime in Indonesia, significant
limitations remain in the integration of criminological perspectives with comprehensive
legal analysis. Existing studies predominantly emphasize normative and institutional
dimensions of cybercrime, while paying limited attention to offender behavior in digital
environments and the mechanisms underlying cybercriminal actions. This narrow focus
results in an incomplete understanding of cybercrime as a dynamic phenomenon shaped by
the interaction between technology, opportunity structures, and individual motivations.

Given the complexity of cybercrime, a multidisciplinary approach is required to
capture its evolving nature more comprehensively. In particular, the behavioral adaptation
of offenders in response to technological advancements remains underexplored in the
Indonesian context. Although Butarbutar (2025) [4] notes that regulatory developments have
not been accompanied by adequate criminological understanding of offender adaptation in
cyberspace, empirical and integrative analyses remain limited. This indicates a clear research
gap in developing a cybercriminology-based framework that systematically incorporates
behavioral, technological, and legal dimensions in explaining cybercrime phenomena.

This study aims to analyze the increasing phenomenon of cybercrime in Indonesia
from a cybercriminology perspective, focusing on the interaction between offenders,
technology, and the digital social environment. Specifically, this research investigates the
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criminological factors that influence cybercrime patterns and examines the key challenges
in cybercrime law enforcement. In addition, it evaluates the responsiveness of the existing
legal framework in addressing the evolving dynamics of cybercrime within a digital society.
By integrating criminological and legal perspectives, this study seeks to develop a more
structured analytical understanding of how technological advancement shapes contemporary
crime patterns in Indonesia.

This research is expected to enrich the development of criminology studies,
particularly in understanding cybercrime as a social phenomenon integrated with the
development of digital technology. From an academic perspective, this research provides an
analytical foundation that connects the cybercriminology perspective with the dynamics of
law enforcement in Indonesia. From a practical perspective, the results of this study can
serve as a reference for law enforcement officials and policymakers in formulating more
adaptive strategies to the characteristics of cybercrime, including increasing institutional
capacity and strengthening regulations relevant to technological developments. Furthermore,
this research also has implications for increasing public awareness of the risks of crime in
the digital space.

2. METHOD

This study employs a normative juridical approach, focusing on the analysis of legal
norms governing cybercrime in Indonesia. This approach is used to assess the conformity of
existing regulatory frameworks with the evolving dynamics of cybercrime in a digital society
[8]. The study examines statutory regulations, legal doctrines, and judicial decisions to
understand the legal construction underlying cybercrime law enforcement. The normative
juridical approach enables a systematic evaluation of legal principles, norms, and provisions
that form the basis of cybercrime regulation and enforcement [9].

The data used in this study are secondary data obtained through a structured literature
review. The selection of literature and legal sources is based on the following criteria: (1)
relevance to cybercrime, cyber law, or cybercriminology; (2) publication in peer-reviewed
journals, accredited national journals (SINTA), or indexed international journals; (3)
publication within the last ten years to ensure contemporary relevance; and (4) inclusion of
primary legal sources such as Indonesian laws and regulations related to cybercrime. Sources
that do not meet these criteria were excluded to maintain analytical validity and academic
rigor. The primary legal materials include Indonesian legislation related to cybercrime, while
secondary materials consist of scholarly journal articles, books, and prior empirical studies
[10]. Documentation techniques and systematic academic database searches were used to
collect relevant literature on cybercriminology and law enforcement in Indonesia [11].

The data analysis was conducted using a qualitative descriptive-analytical method
through a step-by-step process. First, all collected legal and academic sources were
organized and categorized based on thematic relevance (e.g., legal framework,
criminological perspective, and enforcement challenges). Second, the selected materials
were critically read and coded to identify recurring patterns and conceptual relationships.
Third, an interpretation was conducted to examine the interaction between criminological
factors and legal norms in addressing cybercrime. Finally, a synthesis was performed to
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evaluate the effectiveness of existing regulations in responding to the transnational and
adaptive nature of cybercrime. This systematic analytical process ensures a structured and
transparent examination of the research problem from a cybercriminology perspective [12].

3. RESULTS AND DISCUSSION
3.1. Results
Patterns and Characteristics of Increasing Cyber Crime in Indonesia

The rise in cybercrime in Indonesia is inextricably linked to the accelerated use of
digital technology in various social and economic activities. The transformation of
interaction patterns from physical to virtual spaces has transformed the structure of social
relationships, becoming more open and network-based. This change creates new
opportunities for crime that are no longer dependent on geographic proximity. In this
context, the expansion of internet access contributes to increased individual exposure to the
risks of digital crime, particularly when economic activities and communications are
conducted through online platforms [13]. This trend demonstrates that technological
development not only generates efficiency but also creates new vulnerabilities in the digital
social structure.

The correlation between the increase in the number of internet users and the growth
in cybercrime cases indicates a structural relationship within the digital ecosystem.
Expanded technological access allows perpetrators to reach victims on a larger scale without
clear spatial boundaries. In this environment, opportunities for crime are determined not only
by the perpetrator's intentions but also by the availability of means and weak control
mechanisms in the digital space [14]. This phenomenon demonstrates that the development
of digital infrastructure contributes to the formation of new configurations of crime patterns.
An analysis of these dynamics shows that technological expansion serves as a medium
accelerating the diffusion of cybercrime in society.

The dominance of economically based crimes in the form of online fraud, phishing,
and personal data theft reflects perpetrators’ adaptation to people's digital activity patterns.
The intense use of e-commerce and digital financial services creates an interactive space rife
with the exchange of sensitive information. In this situation, perpetrators exploit system
vulnerabilities and user behavior to gain profit [15]. The characteristics of these crimes
demonstrate that the success of criminal acts depends not only on technical skills but also on
an understanding of the victim's digital interaction patterns. This pattern is consistently
identified in research on online fraud in Indonesia, which places information manipulation
as a key element.

In addition to economically motivated crimes, there are also forms of cybercrime that
involve higher technical capacity and impact broader systems. Activities such as
cyberespionage and attacks on digital infrastructure demonstrate a shift toward organized,
technology-based crime. The resulting impact is not limited to individual losses but can also
impact institutional stability and information security [3]. This variation demonstrates that
cybercrime has multiple dimensions, ranging from simple to complex. Analysis of this
spectrum demonstrates the importance of understanding the differences in characteristics
between types of crime in the context of policy and response.
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The characteristics of cybercrime perpetrators demonstrate patterns that do not fully
align with conventional criminal typologies. Individuals involved often possess specific
technical skills and a sufficient level of digital literacy. This indicates that access to
technology is a crucial factor in explaining a person's involvement in cybercrime.
Furthermore, the perpetrator's social background is not always the primary indicator, as
technical skills can be acquired through various open sources on the internet [16]. This
phenomenon emphasizes that analyzing cybercrime perpetrators requires an approach that
takes the technological dimension into account more specifically.

The anonymity of digital spaces significantly contributes to the increased
opportunities for cybercrime. The ability to disguise identity through various technologies
creates conditions that complicate the process of identifying and tracing perpetrators. In this
situation, the risk of being caught is relatively different compared to conventional crimes
occurring in physical spaces. This factor influences the perpetrator's rational considerations
when committing crimes, particularly in the context of calculating risks and benefits.
Analysis of the role of anonymity shows that technological structures contribute to shaping
criminal behavior in cyberspace [17].

The development of modus operandi in cybercrime demonstrates an adaptive pattern
that follows changes in technology and user behavior. Social engineering techniques are used
to influence victims' perceptions, while system exploitation is carried out to gain access to
data or digital resources. A combination of technical and psychological approaches is a key
characteristic of cybercrime practices. In many cases, perpetrators rely not only on software
or systems but also exploit weaknesses in victims' decision-making [18]. This dynamic
suggests that the success of cybercrime is the result of the interaction between technological
and human factors.

Digital platforms, which command a high level of trust in society, are vulnerable to
abuse. Marketplaces, social media, and digital financial applications provide an environment
of intensive interaction with a relatively high level of user trust. Perpetrators exploit this
situation to insert illegal activities into seemingly normal transaction flows. The trust
structure within the digital ecosystem is an element that can increase vulnerability to
cybercrime [19]. Analysis of this phenomenon shows that digital security depends not only
on the system but also on the patterns of social interaction formed within it.

The transnational dimension of cybercrime adds complexity to understanding and
addressing this crime. Perpetrators can operate from different regions than victims, creating
obstacles in the application of legal jurisdiction. Differences in legal systems and limited
international cooperation are factors that impact the effectiveness of law enforcement [20].
This situation demonstrates that cybercrime cannot be analyzed exclusively within a national
framework but requires a broader perspective. This complexity demonstrates the
interconnectedness of law, technology, and international relations.

The interaction between technological factors, individual behavior, and institutional
factors shapes the dynamic development of cybercrime in Indonesia. The existence of gaps
in digital systems, combined with the perpetrator's ability to exploit opportunities, creates
conditions that support the occurrence of crime [21]. From the criminological perspective of
Cohen & Felson in [22], this condition aligns with Routine Activity Theory, which
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emphasizes the intersection between motivated perpetrators, vulnerable targets, and weak
supervision. Rational Choice Theory explains perpetrators’ actions as the result of
considering opportunities and risks in the digital environment [23]. Cybercrime reflects the
complex interaction between technology and digital social structures.

Analysis of Criminological Factors in Cybercrime

The behavior of perpetrators in cybercrime demonstrates a close link to individual
motivational dimensions that cannot be reduced solely to economic incentives. In many
cases, these actions are also influenced by the need for recognition, exploration of technical
capabilities, and the urge to experiment in the digital environment. The characteristics of
cyberspace, which enable interaction without geographical boundaries, provide space for
individuals to develop different behavioral patterns compared to offline contexts. These
motivations develop along with the intensity of an individual's involvement in digital
activities, expanding access to criminal opportunities [24]. This pattern suggests that
individual psychological and social dimensions play a role in shaping the orientation of
actions in cybercrime.

Rational considerations are a crucial element in explaining the actions of
cybercriminals. Rationality in this context relates not only to the calculation of economic
gain but also includes an assessment of the risk of detection and legal consequences. In the
digital environment, the perception of a low probability of law enforcement influences an
individual's decision to engage in illegal activities. Technological structures allow
perpetrators to minimize their digital footprint through various techniques, thus reinforcing
the belief that such actions are relatively safe [3]. This pattern aligns with the Rational
Choice Theory framework, which positions individuals as actors who consider options
calculatively in certain situations.

The perpetrator's technical capabilities also influence this dimension of rationality in
utilizing digital systems. Individuals with high technological literacy have a greater capacity
to identify security gaps and exploit system weaknesses. This ability not only increases the
likelihood of crime success but also fosters the perception that the act can be effectively
controlled. In this context, rationality does not stand alone but interacts with an individual's
technical competence. The relationship between technological knowledge and criminal
behavior suggests that cybercrime develops within a different framework than conventional
crime, which relies more on physical interaction [25].

Structural factors in cybercrime relate to the availability of access to technology and
digital infrastructure. Increasing access to the internet and digital devices creates conditions
that allow for increased interaction in cyberspace. This not only expands opportunities for
legal activity but also opens up the possibility of deviance. The digital environment provides
a variety of platforms that can be exploited to conduct illegal activities with varying levels
of complexity. These developments demonstrate that technological structures play a role in
shaping the context in which crime occurs, particularly in terms of ease of access and
flexibility in using digital systems [26].

Anonymity is one of the key characteristics that distinguishes cybercrime from other
forms of crime. The ability to conceal identity in digital spaces creates conditions that




998 https://doi.org/10.58421/misro.v5i1.1315

influence individual behavior in interactions. Individuals tend to exhibit different behavioral
patterns when their identities cannot be directly verified. This phenomenon is related to
changes in social control occurring in cyberspace, where social norms are not always
strongly internalized. Anonymity not only functions as a means of identity protection but
also as a factor that facilitates deviant behavior by reducing psychological barriers [27].

The characteristics of available targets also influence opportunities for crime in
digital spaces. In the context of cybercrime, targets are not always individuals, but can be
data, systems, or digital identities. The target vulnerability is related to the level of system
security and user behavior in managing personal information. Individuals who lack an
adequate understanding of digital security tend to be easier targets for perpetrators [21]. This
pattern suggests that opportunities for crime are not solely determined by the perpetrator,
but also by the conditions of the target within a particular digital environment.

Interactions between perpetrators and targets in cyberspace do not require physical
presence, thus expanding the possibility of crime. This allows perpetrators to reach victims
on a wider scale at a relatively low cost [14]. Within the framework of Routine Activity
Theory [25], this situation reflects the intersection of motivated perpetrators, suitable targets,
and weak oversight. These three elements are present in different forms in digital spaces,
primarily due to the limited availability of effective control mechanisms. Analysis of this
pattern suggests that the structure of interactions in cyberspace facilitates crime on a more
complex scale.

The digital environment also shapes social interaction patterns that contribute to the
development of cybercrime. Digital platforms enable the formation of social networks that
can be used to share information, including information related to criminal techniques and
strategies. In some cases, this interaction results in collaboration between individuals,
increasing the perpetrator's capacity to commit illegal acts. The existence of online
communities demonstrates that cybercrime is not always individualistic but can develop in
a collective context [28]. This dynamic suggests that the social environment in the digital
space plays a role in reinforcing criminal behavior patterns.

Institutional factors also influence the dynamics of cybercrime through monitoring
and law enforcement capacity. Limited resources and technological complexity present
challenges in identifying and prosecuting perpetrators. Furthermore, differences in
jurisdictions in cyberspace add complexity to the law enforcement process. This creates
opportunities for perpetrators to evade detection. The interplay between structural
weaknesses and perpetrator capabilities suggests that institutional factors play a significant
role in shaping opportunities for crime in the digital space [29].

The interplay between individual, structural, and digital environmental factors
demonstrates that cybercrime is a phenomenon shaped by multidimensional relationships.
The perpetrator's motivation and rationality interact with the anonymity and opportunities
available in digital systems, while limited oversight increases the likelihood of crime. Within
the theoretical framework, the integration of Rational Choice Theory, Routine Activity
Theory, and Space Transition Theory explains how individuals adapt their behavior in digital
environments, which differ from physical spaces. This pattern reflects the transformation of
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social structures that influence crime dynamics and demonstrates that criminological
analysis needs to consider the interrelationship between technology and social behavior [24].

Challenges of Law Enforcement against Cybercrime in Indonesia

The development of cybercrime in Indonesia presents significant challenges to the
law enforcement system, which was originally designed to address conventional crimes. The
transformation of crime into the digital space has created changes in the characteristics of
criminal acts, including in terms of proof, perpetrator identification, and evidence collection.
The territorially based legal system faces limitations in reaching criminal activities that are
not bound by specific geographic boundaries [13]. In this context, the dynamics of
cybercrime require adjustments to law enforcement mechanisms to respond to increasingly
complex crime patterns.

The process of identifying perpetrators in cybercrime often faces technical obstacles
related to the use of technology to conceal identities. Perpetrators can utilize various tools,
such as virtual private networks and encryption, to obscure the digital traces they leave
behind. This situation impacts the effectiveness of investigations because it requires higher
technical skills than conventional crimes [30]. This complexity indicates that the success of
law enforcement depends not only on legal procedures but also on the technological capacity
of law enforcement officials.

Limited human resources are one factor affecting the effectiveness of handling
cybercrime cases. Law enforcement in this area requires specialized expertise in digital
forensics, data analysis, and an understanding of information technology systems. Not all
law enforcement officers possess these competencies, which can hinder the investigation
process in interpreting digital evidence [31]. The gap between competency requirements and
available capacity highlights challenges in developing human resources relevant to
technological developments.

Regulatory aspects are also a factor influencing law enforcement against cybercrime
in Indonesia. Existing laws and regulations often face limitations in accommodating new
and evolving forms of crime. Rapid technological change is not always accompanied by
commensurate regulatory updates, resulting in a mismatch between legal norms and criminal
practices on the ground [32]. Analysis of the legal framework indicates the need for
regulatory adjustments to be more responsive to the dynamics of cybercrime.

Jurisdictional issues pose another challenge in law enforcement against cybercrime,
particularly in cases involving perpetrators and victims from different countries. The cross-
border nature of cybercrime presents difficulties in determining applicable legal authority.
Furthermore, differences in legal systems between countries and limited international
cooperation mechanisms slow down the case handling process. This situation demonstrates
that law enforcement against cybercrime requires cross-national coordination, which is not
always easy to achieve [33].

The process of establishing evidence in cybercrime also presents its own
complexities because it relies on invisible digital evidence. Collecting and analyzing digital
evidence requires special procedures to ensure the validity and integrity of the data. Errors
in this process can impact the strength of evidence in court. Furthermore, the easily modified




1000 https://doi.org/10.58421/misro.v5i1.1315

nature of digital data adds to the challenge of ensuring the authenticity of the evidence
presented [2]. This situation demonstrates that the evidentiary system in criminal law needs
to adapt to the characteristics of evidence in the digital space.

Coordination between law enforcement agencies also impacts the effectiveness of
cybercrime handling. Case handling often involves various institutions with different
authorities, such as the police, relevant ministries, and technology regulatory agencies.
Differences in procedures and working mechanisms between agencies can create obstacles
in the case handling process. The need for integrated coordination is crucial to ensure that
each stage of law enforcement can run effectively. This demonstrates that cybercrime law
enforcement requires a coordinated institutional approach [7].

The level of digital literacy in the community also indirectly impacts the
effectiveness of law enforcement. Individuals with a poor understanding of digital security
tend to be more vulnerable to crime. This situation increases the number of cases that law
enforcement must handle. Furthermore, a lack of public awareness in reporting cybercrime
also impacts the law enforcement process. This dynamic demonstrates that cybercrime
prevention efforts depend not only on the authorities but also on public participation in
maintaining digital security [34].

Rapid technological developments create a gap between digital innovation and
regulatory and law enforcement capacity. Criminals can quickly adopt new technologies to
develop more complex modus operandi. Meanwhile, the adaptation process within the legal
system tends to be slower due to the lengthy formal procedures required. This imbalance
creates space for perpetrators to exploit to commit crimes with varying levels of risk [35].
This phenomenon demonstrates that technological dynamics have direct implications for the
effectiveness of law enforcement.

The interaction between technological, institutional, and regulatory factors
demonstrates that the challenges facing law enforcement against cybercrime are
multidimensional. Barriers to identifying perpetrators, limited resources, and jurisdictional
complexity interact to shape conditions that influence the effectiveness of case handling.
From a criminological perspective, this situation can be analyzed as an imbalance between
crime opportunities and oversight capacity. This pattern suggests that law enforcement
against cybercrime requires an approach that focuses not only on legal aspects but also on
strengthening technological and institutional capacity to address the dynamics of digital
crime.

3.2 Discussion
Theoretical Implications

This study contributes to the development of cybercriminology by reinforcing its
central assumption that cybercrime emerges from the interaction between offenders,
technological systems, and digital environments. The findings demonstrate that cybercrime
in Indonesia cannot be sufficiently explained by traditional criminological theories alone,
but requires an integrated cybercriminological framework that accounts for the fluid,
borderless, and technologically mediated nature of criminal behavior in cyberspace.
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From the perspective of Routine Activity Theory proposed by Cohen and Felson
(1979) in [24], the findings support the idea that cybercrime occurs through the convergence
of motivated offenders, suitable targets, and weak guardianship. However, this study extends
the theory by showing that guardianship in digital environments is not limited to physical
supervision, but also includes technological protections such as encryption systems, platform
security mechanisms, and user-based digital awareness. This indicates that the concept of
guardianship must be redefined within cyber contexts.

In relation to Rational Choice Theory, the results support the assumption that
offenders engage in cybercrime after evaluating risks and potential benefits. Nevertheless,
this study expands the theory by demonstrating that such rational calculations are
significantly influenced by technological conditions that reduce perceived risks, particularly
through anonymity tools, virtual private networks, and cross-border digital accessibility. As
a result, rational decision-making in cybercrime becomes more dynamic and technologically
conditioned compared to conventional crime settings.

Furthermore, this study supports and extends Space Transition Theory proposed by
Jaishankar (2008) as cited in [36] by showing that offenders actively shift between physical
and multiple digital spaces to exploit structural vulnerabilities. The findings indicate that
cybercriminal behavior is not static but highly adaptive, allowing offenders to transition
across platforms and jurisdictions to avoid detection and sustain illicit activities.

Overall, this study strengthens cybercriminology as an emerging interdisciplinary
field by demonstrating that cybercrime must be understood through the integration of
behavioral, technological, and structural perspectives. It confirms that existing
criminological theories remain relevant, but require conceptual expansion to fully explain
the complexity of crime in digital societies.

Legal Implications

The findings of this study have significant legal implications for the regulation and
enforcement of cybercrime in Indonesia, particularly in relation to the adequacy of the
Information and Electronic Transactions Law (UU ITE) as the primary legal framework
governing digital offenses. Although UU ITE provides a foundational basis for cybercrime
regulation, its implementation increasingly faces challenges due to the rapid evolution and
sophistication of cybercriminal activities in digital environments. This indicates a growing
normative gap between statutory legal provisions and the dynamic characteristics of
cybercrime.

One key implication is the limited adaptability of existing legal instruments in
addressing emerging forms of cybercrime, particularly offenses involving cross-border
operations, anonymity technologies, and rapidly evolving digital platforms. In this context,
legal norms tend to be reactive rather than anticipatory, which reduces their effectiveness in
responding to new modus operandi of cyber offenders. Similar concerns regarding the
rigidity of cyber law frameworks in adapting to technological change have been noted in
previous studies on cybercrime regulation [6].

Furthermore, the study highlights a significant challenge in the evidentiary
framework for cybercrime prosecution. Digital evidence requires strict procedural standards
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to ensure authenticity, integrity, and admissibility in court proceedings. However, the current
legal framework does not fully accommodate the technical complexity of digital forensic
processes, creating difficulties in proving cybercrime cases beyond a reasonable doubt. This
aligns with findings that emphasize the need for stronger legal integration of digital forensic
standards in criminal proceedings [2].

Another important implication relates to jurisdictional limitations in handling
transnational cybercrime. The borderless nature of digital offenses creates conflicts of
jurisdiction, especially when perpetrators, victims, and digital infrastructure are located in
different countries. Although international cooperation mechanisms exist, their
implementation remains limited and inconsistent, thereby weakening cross-border law
enforcement effectiveness. This reflects broader challenges identified in global cyber law
enforcement cooperation frameworks.

Overall, these findings suggest that Indonesia’s current cyber law framework
requires substantial strengthening toward a more adaptive, technology-responsive, and
internationally coordinated legal system. Reform efforts should not only focus on expanding
substantive legal provisions within UU ITE, but also on improving procedural mechanisms
for digital evidence handling and enhancing international cooperation in cybercrime
enforcement.

Policy Implications

The findings of this study have important policy implications for strengthening
cybercrime prevention and enforcement strategies in Indonesia. First, law enforcement
institutions such as the police and other relevant agencies need to enhance their technological
capabilities, particularly in digital forensics, cyber monitoring systems, and real-time threat
detection. Given the increasingly sophisticated nature of cybercrime, traditional
investigative approaches are no longer sufficient and must be supported by advanced
technological infrastructure and specialized human resources.

Second, the National Cyber and Crypto Agency (BSSN) plays a critical role in
strengthening national cybersecurity resilience. The results of this study indicate the need
for a more integrated cyber defense system that connects government institutions, private
sector platforms, and digital service providers. Strengthening coordination mechanisms
among these stakeholders is essential to ensure a rapid response to cyber threats and reduce
systemic vulnerabilities in digital ecosystems.

Third, from a preventive policy perspective, the government should prioritize the
development of comprehensive digital literacy programs for the public. The findings show
that user vulnerability remains one of the main entry points for cybercrime, particularly in
cases involving phishing, social engineering, and online fraud. Therefore, public awareness
campaigns, education programs, and school-based digital security curricula are essential to
reduce exposure to cyber risks and strengthen individual-level digital resilience.

Furthermore, policy strategies should shift from reactive enforcement to proactive
prevention. This includes the development of early warning systems, predictive cyber threat
analysis, and stronger collaboration between public institutions and private digital platforms.




https://doi.org/10.58421/misro.v5i1.1315 1003

Such an approach allows for more effective identification and mitigation of cyber threats
before they escalate into large-scale incidents.

Overall, these policy implications highlight the need for a holistic cybersecurity
governance framework in Indonesia that integrates institutional capacity building,
technological advancement, and public digital literacy. Strengthening synergy between law
enforcement agencies, BSSN, and the broader public is essential to building a more resilient
digital society capable of responding to evolving cybercrime threats.

4. CONCLUSION

This study concludes that the development of digital technology does not solely drive
the increasing trend of cybercrime in Indonesia, but is also shaped by the interaction of
individual, structural, and institutional factors within cyberspace. Through a
cybercriminology perspective, cybercrime can be understood as a dynamic social
phenomenon influenced by offender rationality, opportunity structures embedded in digital
systems, and limitations in oversight and regulatory mechanisms. These dynamics indicate
a transformation of crime patterns from conventional forms to more complex, flexible,
anonymous, and transnational cyber-based offenses, requiring an integrated analytical
framework that combines technological and social dimensions.

The findings of this study have important theoretical and practical implications.
Theoretically, this research contributes to the development of cybercriminology by
emphasizing the interaction between offenders, technology, and the digital environment as
a unified analytical framework for understanding cybercrime. Practically, the results provide
insights for law enforcement agencies and policymakers in designing more effective
cybercrime prevention strategies that integrate technical capacity, institutional
strengthening, and social awareness.

This study is subject to several limitations. It employs a normative juridical approach
based on secondary data, which limits the analysis to conceptual and legal interpretation
rather than empirical validation. In addition, the study focuses exclusively on the Indonesian
context, without comparative analysis with other jurisdictions, thereby limiting the
generalizability of the findings in a global context.

Future research is recommended to adopt empirical approaches involving primary
data collection, such as interviews with law enforcement officials or case-based analysis, to
strengthen the robustness of findings. Comparative studies across countries are also
suggested to identify best practices in cybercrime management. Furthermore, future studies
may explore strategies for enhancing digital literacy and institutional capacity as key
components of cybercrime prevention. Overall, this study contributes to the growing body
of knowledge on cybercrime and provides a foundation for understanding crime dynamics
in the digital era.
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